GUARDIAN Website Monitoring-Blocking Table
Agencies should continually assess their risks and add additional sites to minimize risk of data loss and strengthen their overall
controls. Only when appropriate, Agencies may allow exceptions for individual users with warranted reasons and appropriate
documentation. (Refer to the Risk Assessment procedure).

SITES Site Function Standard Date WEBSITE ADDRESS Restrict or Monitor
4shared Desktop Cloud storage 7/1/21 4shared.com BLOCK and MONITOR exceptions
Acronis True Image Cloud storage 7/1/21 acronis.com BLOCK and MONITOR exceptions
Amazon Drive Cloud storage 7/1/21 amazon.com/clouddrive BLOCK and MONITOR exceptions
ASUS WebStorage Cloud storage 7/1/21 asuswebstorage.com BLOCK and MONITOR exceptions
BackBlaze Cloud storage 3/12/24 backblaze.com BLOCK and MONITOR exceptions
Backup Duty Cloud storage 7/1/21 backupduty.com BLOCK and MONITOR exceptions
Baidu Netdisk Cloud storage 7/1/21 baidu.com BLOCK and MONITOR exceptions
BigFilebox Cloud storage 7/1/21 bigfilebox.com BLOCK and MONITOR exceptions
Box Cloud storage 7/1/21 box.com BLOCK and MONITOR exceptions
Box Edit Cloud storage 7/1/21 app.box.com BLOCK and MONITOR exceptions
Box Sync Cloud storage 7/1/21 box.com BLOCK and MONITOR exceptions
BT Cloud Cloud storage 7/1/21 btcloud.bt.com BLOCK and MONITOR exceptions
Cacaoweb Cloud storage 7/1/21 cacaoweb.org BLOCK and MONITOR exceptions
Carbonite Cloud storage 7/1/21 carbonite.com BLOCK and MONITOR exceptions
ClevX USBtoCloud Cloud storage 7/1/21 clevx.com BLOCK and MONITOR exceptions
CrashPlan Cloud storage 7/1/21 crashplan.com BLOCK and MONITOR exceptions
Dropbox Cloud storage 7/1/21 dropbox.com BLOCK and MONITOR exceptions
Druva Cloud Data Protection Cloud storage 7/1/21 druva.com BLOCK and MONITOR exceptions
Duolingo UWP Cloud storage 7/1/21 duolingo.com BLOCK and MONITOR exceptions
Google.com Cloud storage 7/1/21 drive.google.com BLOCK and MONITOR exceptions
ElephantDrive Cloud storage 7/1/21 elephantdrive.com BLOCK and MONITOR exceptions
Evernote Cloud storage 7/1/21 evernote.com BLOCK and MONITOR exceptions
FaciShare Cloud storage 7/1/21 fxiaoke.com BLOCK and MONITOR exceptions
GDocsDrive Cloud storage 7/1/21 drive.google.com BLOCK and MONITOR exceptions
Google Backup and Sync Cloud storage 7/1/21 drive.google.com BLOCK and MONITOR exceptions
Google Drive Cloud storage 7/1/21 drive.google.com BLOCK and MONITOR exceptions
Google Drive File Stream Cloud storage 7/1/21 drive.google.com BLOCK and MONITOR exceptions
Handy Backup Software Cloud storage 7/1/21 handybackup.net BLOCK and MONITOR exceptions
Hubic-Sync Cloud storage 7/1/21 hubic.com BLOCK and MONITOR exceptions
1Backup Cloud storage 7/1/21 ibackup.com BLOCK and MONITOR exceptions
IDrive Cloud storage 7/1/21 idrive.com BLOCK and MONITOR exceptions
Intronis eSurel T Cloud storage 7/1/21 manage.barracudamsp.com BLOCK and MONITOR exceptions
Jungle Disk Cloud storage 7/1/21 jungledisk.com BLOCK and MONITOR exceptions
JustCloud Cloud storage 7/1/21 justcloud.com BLOCK and MONITOR exceptions
Livedrive Desktop Cloud storage 7/1/21 livedrive.com BLOCK and MONITOR exceptions
MEGAcommand Cloud storage 7/1/21 mega.io BLOCK and MONITOR exceptions
MEGAsync Cloud storage 7/1/21 mega.io BLOCK and MONITOR exceptions
Movie Collector Cloud storage 7/1/21 collectorz.com BLOCK and MONITOR exceptions
Music Collector Cloud storage 7/1/21 collectorz.com BLOCK and MONITOR exceptions
myCopernic Cloud storage 7/1/21 copernic.com BLOCK and MONITOR exceptions
MyPC Backup Cloud storage 7/1/21 mypcbackup.com BLOCK and MONITOR exceptions
ownCloud Cloud storage 7/1/21 owncloud.com BLOCK and MONITOR exceptions
ownCloud Client Cloud storage 7/1/21 owncloud.com BLOCK and MONITOR exceptions
PCloud Drive Cloud storage 7/1/21 pcloud.com BLOCK and MONITOR exceptions
Polar WebSync Cloud storage 7/1/21 flow.polar.com BLOCK and MONITOR exceptions
Polkast Cloud storage 7/1/21 dl.polkast.com BLOCK and MONITOR exceptions
Pydio Cloud storage 7/1/21 pydio.com BLOCK and MONITOR exceptions
RaiDrive Cloud storage 7/1/21 raidrive.com BLOCK and MONITOR exceptions
Seafile Cloud storage 7/1/21 seafile.com BLOCK and MONITOR exceptions
Seagate Dashboard Cloud storage 7/1/21 seagate.com BLOCK and MONITOR exceptions
Spideroak Client Cloud storage 7/1/21 spideroak.com BLOCK and MONITOR exceptions
Staar Online Testing Program Cloud storage 7/1/21 strato-hosting.co.uk BLOCK and MONITOR exceptions
STRATO HiDrive Cloud storage 7/1/21 strato-hosting.co.uk BLOCK and MONITOR exceptions
SugarSync Cloud storage 7/1/21 sugarsync.com BLOCK and MONITOR exceptions
Sync Cloud storage 3/12/24 sync.com BLOCK and MONITOR exceptions
Syncplicity Cloud storage 7/1/21 syncplicity.com BLOCK and MONITOR exceptions
Tresorit Cloud storage 7/1/21 tresorit.com BLOCK and MONITOR exceptions
Twitch Video Stream Cloud storage 7/1/21 twitch.tv BLOCK and MONITOR exceptions
Veeam Backup and Replication Cloud storage 7/1/21 veeam.com BLOCK and MONITOR exceptions
Wansview Cloud storage 7/1/21 wansview.com BLOCK and MONITOR exceptions
Windows Live Sync Cloud storage 7/1/21 wuala.com BLOCK and MONITOR exceptions
Wouala Cloud storage 7/1/21 wuala.com BLOCK and MONITOR exceptions
Yandex Disk Cloud storage 7/1/21 disk.yandex.com BLOCK and MONITOR exceptions
YouSendIt Desktop App Cloud storage 7/1/21 spaces.hightail.com BLOCK and MONITOR exceptions
ZipCloud Cloud storage 7/1/21 zipcloud.com BLOCK and MONITOR exceptions
Zotero Cloud storage 7/1/21 zotero.org BLOCK and MONITOR exceptions
Apptivo CRM 3/12/24 apptivo.com BLOCK and MONITOR exceptions
Creatio CRM 3/12/34 creatio.com BLOCK and MONITOR exceptions
Five9 CRM 3/12/24 five9.com BLOCK and MONITOR exceptions
FreshSales CRM 3/12/24 freshworks.com BLOCK and MONITOR exceptions
Hubspot CRM 3/12/24 hubspot.com BLOCK and MONITOR exceptions
Insightly CRM 3/12/24 insightly.com BLOCK and MONITOR exceptions
Less Annoying CRM CRM 3/12/24 lessannoyingcrm.com BLOCK and MONITOR exceptions
Monday.com CRM 11/6/23 Monday.com BLOCK and MONITOR exceptions
PipeDrive CRM 3/12/24 pipedrive.com BLOCK and MONITOR exceptions
Redtail CRM 7/31/21 corporate.redtailtechnology.com BLOCK and MONITOR exceptions
SugarCRM CRM 3/12/24 sugarcrm.com BLOCK and MONITOR exceptions
Zendesk CRM 3/12/24 zendesk.com BLOCK and MONITOR exceptions
Zoho CRM 7/1/21 Zoho.com BLOCK - NO EXCEPTIONS
Wealthbox CRM 10/21/21 wealthbox.com BLOCK and MONITOR exceptions




